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NOTE FOR THE DIRECTOR

SUBJECT: Security Compartmentation

. When| Imet with
you recently to tell you the results
of his review of the '"secrecy'" problemn,
he mentioned a paper prepared by Bob

on compartmentation. Attached

STAT

is a copy of that report which I was
told you indicated an interest in
seeing.

Gen. Wilson has had several
meetings recently to devise a plan of
action for moving this problem forward.
He will be submitting to you soon some ‘
recommendations on how we should proceed.

A

STAT

Majorl Geperal, USAF (Ret.)
A ASE}ng D/DCI/IC
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A CONCLPI IOR o
SLCURIFY AND COMPARTMINTATION OF

. FOREIGN INTELLIGENCE.

‘ ) ‘ R .
e . : : : -

1. 'This paper‘offers a coneeptuallapproach.to
meeting today's secemingly contradictery requirements in
the handling of intelligence in éeneral and its compartmentation
in particular. ' : .

2. On thc-one hand there is a growing need to

simplify and facilitate official access to intelligence
within the Executive Branch, the Armed Forces and Congress;
on the other, we must focus our security efforts on the
.protection of the truly sensitive intelligence sources and

methods The conceptual approach presented in this paper

is based on two pr:nc1p1es

-ea. The offieial use of Foreign Intelligenee
-can be fac111tated by a better balance in the
'econ51derat10ns of the needs to protect 1nte111gence
':{At present unnecessary securlty procedures a1e
':ﬁ;;fihamperlng thc use of 1nt0111gence and dllutlng

- the securlty attent:on that shou]d be dddressed to
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‘the rcally sensitive. aspccts of 1nt0111gence
fsources and methods. | | -
B. A unlque Categery oflnatlonal security
-eggforﬁatlon can be . 1dent1£10d as. “Forelgn
Intelllgence Informatlon” and w1th1n thle.aismaller
" unique category een be identified,as information
reVealing inteiligehce sources“and methods. The
degree and duratlon of securlty protcctlon afforded
.thls 1nformat10n should be v1able factorb
:3.‘ Today the prescrlptlons for protection of national
security informat;on.is set forth in E. 0. 11652 and the
accompanying National Security Council Directive. In the
discharge of his responsibilities to protect intelligence
~ sources and methods the DCI ‘has supplemented these prescrlptlona
with DCIDs and compartmentation control procedures. |

4)' The concerns Wthh have been explessed about

b these proscrlptlons and supplementary guides, partlcularly'

';compartmentatlon procedures'1nc1ude the clalms'that;

. : v
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a. . There is unnccessary and excessive use of
‘classification and compartmentation. There is little

realistic effort to evaluate the nceds for continuing

b g . ) : ) PR

secufity protection or'toldévéloﬁjprdcédurés'for'orderly
" réicase of informatién : The.complex and expenéivé pfo-
'cedufes for access to compartmented matcrlals are a practlcal
barrier to the dlssemlnatlon of 1ntclllgunce to those w1th a
.need to know. | -
| "b. So many pebble‘now4have.acceés to thc'major-
compartmentation'syétems that little real compartmentation'
exist. In example, approximately 130,000 individuals were
credited as holding COMINT clearances in June 1973, the last
date for which official USIB figures arc gvailable. There were
~approximately 70,000 individuals holding TK clearances in
July 1975. These figﬁreé do not include the very large
' number who had access in the past and have 51nce been debrlefed
S  c;' Procedureq for remov1ng compartmentatlon
coﬁtfols are tlme consumlng ‘and admlnlstratlvely burdensome
.“'¥w1th the practlcal effect of rctalnlng 1nte111gence under

"'gfcompartmentatlon cont1ols long after the ‘need. has past

j}Whlle procedures have been recently adopted and 51gn1£1cant
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'amounts of photography and 1oports have boon
releascd from. TK controls,'questlons remalnbabout
'othc need to compartment 1051dua1 TK matorlalq
_'And SCTlOUS questlons are ralsod about Lhe need for
g .
controls over much SIGINT product
| d. Compartmentatlon procedures artificiélly
divide the intelligencé data baéc.' The succosses‘of‘
COMINT and TK have rcsultod 1n a tlemendous volunme of.
,hlghly valuablo 1nte11100nce escentlal to 1he f01e3(n
,1nt0111genco data base Wlth the advent of the near
‘real time sntolllte qy%tem the volumne w111 increase
still further. However, compartmentation poses prob-
lems in integration and results in an ar11£1c1a1
duality of flnlshed intelligence and, expen51ve pro-
cedures to malutaln the separation. The utilization
of Jntclllgcnco would be groatly fac111tated if users
:could have acccss to the full body of. 1nte111gence
o 1nformat10n in a 51ng1e 51mp1e format undcr a 51ng1e
i;ystem of 51mp1e clcarly undcrstood sccurlty controls.
“'ﬂfs.” Concomltantly, the producers of 1ntelllgence have
‘;7fexpressed concern about unauthorlzed dlsclosurc and seek

tlghter controls -

.7t Approved For Release 2005/02/02 ‘:':"éi/AiRDPSOMO"ﬂ 33A001100090016-1
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"a. The potontial damage té sourcés of
jlntolllgenco by unauthorlzed dlsclosures contlnucs
_to be a rcal problem. Lor cxample USIB has

' r@cently dlscussed the adv1sab1111y of 1mp051ng
tlghtcr conLrols,_llmltlng_access and holdlng down
diséeminatioﬁ on iﬁtelligenéé_fclatéd to Soviet

 ABM doveiopmgnt'and-missilc'teéting based on

| concern thét suqh lcaks Couid fostcf counter action
and nullify the soufce‘of_this intelligénce. |

| b._.The gfowing involvement of the contracted
scicentific, tcchnical and industrial sphere in the
arcas of rescarch, manufacture, operation and
exploration of technical intelligence collectors and
resulting products 1nd1cates a necd to examine the
adoquacy of current securlty practices.
| c. lhe requlremcnts on the Intellwgence
4”Coﬁmun1ty a55001ated w1th Congr0551onal 1nterest
f “and ovor51ght issues of eneroy research narcotics,
'“;economlcs and 1nternat10nal tcrrorlsm portend a need
 45 Eto address unlque securlty requlrements in the;:

:ﬂﬁidlssemlnatlon of 1nt0111gcnce from all sources to an‘

'Zﬁexpandlng populatlon of users.-'
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d. The grow1ng 1ntel]1gence 1Ja150n w1th
: jforelgn 1nt0111gence allles ralscs the questlon of

" neced for a securlty analy51s of hlstorlcal second and

=g

-'thlrd party agrccmcnts
ef The present 1nqu1ry by the Executive and

Legislative Branches of the Intelllgence Communtty‘

has disturbed the concept of sanctity of classified
material, 1ndlcates the nee& for and presents the

opportunity for a redeflnltlon of what 1ntellloence

material reduires what degree of security protectlon.

6. These opposing concerns, i.e., a need for access
and a~need to control disseminations stem from divergent but
equally valid objectives. Intelligence must be made available
‘to those with a need-to-know. Appropriate controis must be

-exercised to maintain a viability of the source. At the

V.’;present tlme, the conCcrnS indicate that our current security

gprocedures 1nc1ud1ng compartmentatlon practlces are not

L *iworklng and should ‘be xedrcssod Toward thls objectlvc a

7‘econcept for securlty and compartmentatlon of For01gn Intelll-

VT:TJgence is proposed 1 The spec1f1c clements of the concept are:
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a. Lstabllshment b) USIB and promulgatlon by
fExccutlve Order w1th Congrosglonal agreemont(of a
deflnltlon_of_”fg}e;gn Intelllgen;q Inf01mat10n” as.
5?sepafate tategorylwi%ﬁiniihé‘tétalify'of-thé
natioﬁal security infofmation | o
| b. Establlshment by UbIB dnd promulgatlon by- the.
NSC and DCI of a unlform set of security plOCOdUlCS
for Lhe protcctlon of al] Torelgn Intclllgence'
':Informatlon 1nclud1ng | - -
(1) A single security clearance fdf access
to Forecign Intelligence Information bascd on
investigation to determine trustworthiness
as required in accordance witﬁ Q.O. 10450 for
access to TOP SECRET material. The clearance
will be withdrdwn when no longer-required in
performance of off1c1a1 dutles or contractual
iobllgatlons
| (2)‘.A detérmindtioh of thé‘neéd for.acceés-
T}iv x[;}i-5fto the~pdrt1cular }orelgn InLelllgcncc %ought _ -
L :'“'1n connection w1th performance of. off1c1a1

E{dutles or contractual obllgatlons Ihe deter-__',

‘imlnatlons of that ncod shall be mdde by Scnlor
Intelligence Officers of the departments participating

. on the USIB. - L e
Approved For Release 2005/02/02 CIA RD70M01 .1_53_1’:.A00110:(_)QQQO1§-1 v
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(3)' The requfrement of a sécrécy’;groemcht'
Supp01tod by 1eg191atjon f01 criminal sanctlons
as’ a condltlon of access to c1a531£10d Ioreign
'lntellrgence 1nformat10n.

. (4) Delegation of the‘rGSponsibilitf‘for
protection of Toreign Iﬁtelligence to the holder.

(5) Adoption of physical security requirements
similar to those prescribed in. E.O. 11652 and-the
accompanying NSC Direcgive of May 1972.

(6). Dévelopment 6f a procedure similar to the
General Declassification Schedule of E.O0. 11652
to declassify Foreign Intelligence Information
when protection is no longer required.

(7) Adoptiqn of the uniform marking précedures
of DCID 1/7ﬁ(modified aé necessary to accommodate
thls concept ) , _ _
-¢. The ellmlnatlon of the COMINT TK,[::::::] 25X1

and other compartmontatlon systems,as now structured, '

"1n favor of a single compartmentation control procedure

"{or thc protectlon of tru]y sensitive 1nte111gcnce

 sources and methods As a prcllmlnary stcp,.the'-—

'Apprdvéd For Release 2005/02/02 : CIA-RDP80M01133A001100090016-1"
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Managers'of tho_Current'Compartmcnfedtéysfcms
- should be:required to fé?iéwjfhcir méﬁeriglszahd
'q;tivitiés.ahd'clcarlyTidenﬁifY.ﬁééscntial secrets. "%
These would be néminéﬁed'for'protCCtion under this
Sﬁngie cohpértmentatioﬁ;éysteh.';EverY£hingielseb
wouldibe protcéfed by the procedures degcfibed'aboye.
Features of the single tOmpartﬁgntafion systémsfare:
| (1)'AppfoVa1 for use of compartmentation
_piécedqrcs wouid be végted'in thé ﬁCI-on the
.advice-of USIB Which would provide for‘an annual
reViQW'of_continuing neéd and judicious employment.
(2) Determination of need-to-know would be
vested 1in fhe project officer or cognizant department
of the USIB with the exception Fhat ﬁrior

rccognition could be afforded the necd to know

>

%Compartmentation is really not required for most products of.

“technical collection including photography and the substance of

- SIGINT intercepts. (The actual film and raw text may require
 compartmentation.) Compartmentation should not be .used for

'the security protection of generic reference to technical sources
- -in finished intelligence such as "Photography revecals...," '
- “From COMINT we know...', for administrative proccdures, for
o --codewords or to protect indicators, initials or titles.
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of_exploitétioniand Aﬁaiyfic'ﬁerSoaﬁél, _Abillet

ﬁtructUre could be.ofgéniZQd to facilitate the
- néQd-fo~know‘detéfmindtioﬁ._ , |

_  (3j Compufcf feéhhoiogy'could bélapplied'
-té'aﬁsist in the rcgistration of small cbmﬁartmentation
' projects, individuals approYed fof access and"thé
:_contrbl,of'disseminatiqn of doqumenfation._ The
USIB ié-éuriently inveétigating uéeiof Comﬁuter
techno}ogy to cbhtrbl compartmented'clgarances.
(4). Markings of compartmen.ed maferiéls would

be képt to a minimuﬁ and would not normally be
L carried forward in finished intelligence products.

(5) No additional personnel or physical security
requircméntg would be required for aécess Oor pro-
tection of compartmeﬁted intelligence than is required
5;3 f,f: :~_for'any'otheriTOP SECRET Foreign Intelligence

& - inermétion."NQ additional sé;recy agreeménts would
be fcqﬁired althbﬁéh'it maylbc.advisablé.to providc_
{prefsonél_sccﬁrity briefing'on the éxtrarsengitive

o ﬁétufe bf fhe'infdrmation. ’¥3  f ;'i;'.'ff'
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7. No dddltlonal or ﬁ01e cémpréhen51ve backpround
investigation would bc requlrod for access to compartmented
materials as is now required b) DCID/l/]4 | The dctermlnatlon
of clea;ablllty would be based on the requ1red background
1nvestlgat10n for access to TOP SECRLT But some feasible
program of relnveqtlgatlons should be con51dered by the USIB.

8. This concept for a new approach to securlty and
- compaftﬁen tation has not been.developed in consequence of
definitive studies of all fédture; involved. However, there
have been brior séudies that support many of the proposais.
There are additional studies nbw underway in the community which
indicate that some elements might be favorably received in
some quarters. DCI authorities now exist under fhe
National Security Act of 1947 to segregate and uniquely
~identify Foreign Intgliigence Information. Access controls
and dissemination procedures proposed in this concepf are
in accordance with provisions of E.O. 11652 The recent
successful decompartmontatlon of large. volumcs of TK materlal

is a precedent supporting the contention that compartmentation

as it exists today is not essential to. the protection of

. Approved For Release 2005/02/02 : CIA:RDP80MO01133A001100090016-1
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largeusystems'énd_lafge voiuhéé'of téchﬁical intéiligence

- products. Vhlle thero is a requ1remcnt to obtaln Txecutlvc

relcase<ior decompartmentatlon of +he ”fact of" and

';-products from SIGINT satellltos the DCI now hqs authcrity

to decompartmont SIGINT products flom other sources .
9. . This concopt is presented as a staltlng point

" for still broader and more detalled pxamlnat;on of-lts

" potential value. 'If will'raiéo many questibnsyand cvoke

mény comments, some of which surfaced in the draffing and

they are annexed ior information purposecs.
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